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UHWXUQ� RI� WKH� µROG� RUGHU¶� RI� DXWRFUDWLF� JRYHUQPHQWV�� 7KH� FROODSVH� RI Muammar 

*DGGDIL¶V�UHJLPH�LQ�/LE\D��WKH�RQ-going civil unrest in Egypt between supporters of 

the ousted hard-line Muslim brotherhood and the military government, the on-going 

brutal Syrian conflict and the collapse of Iraq after the withdrawal of the USA have 

all significantly contributed to the proliferation and the ascent of evermore powerful 

and murderous terrorist groups and organisations across the region. 

7KH� XVH� RI� µF\EHU¶1 and kinetic responses to international terrorism have 

increasingly blurred the traditional distinction between war and peace. Such a 

distinction was replaced by the recognition of a notion of new, multi-modal threats, 

which have little in common with past examples of interstate aggression. These new 

threats to global peace and security seriously threaten our modern Western way of 
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In 2012, the Swedish National Defence College as a Partnership for Peace 

(PfP) partner11 conducted its own hybrid threat experiment.12 The scenario dealt 

with a fictitious adversary in the East, not very dissimilar to Belorussia, except that 

it was an island kingdom in the Baltic Sea. The situation deteriorated to the point 

where neighbouring states were directly affected by a mix of conventional military 

and hybrid threats. More traditional threats arose from the attempt to sink a hijacked 

oil tanker in the middle of the sensitive maritime environment zone, launching a 

small group of Special Forces operatives (SFOs) in Swedish territory and hiring 

Somali pirates to hijack Swedish vessels off the Horn of Africa. The latter showed 

how a conflict could spread from being very local in one part of the world to involve 

remote hotspots in Africa. In this case, the problems at the Horn of Africa could 

legitimise actions and events, which originally had their roots in Northern Europe. 

The participants of the experiment acted as a committee of advisers for the Swedish 

government, and their individual roles represented their normal functions: from 

members of the armed forces and national support agencies to the university sphere, 

the pharmacological industry, banking and internet security. The experiment showed 

that existing and established standard operation procedures (SOPs) made responding 

to specific threats rather efficient. This was mostly due to already established 

command and control as well as communication and coordination assets and 

abilities. The experiment did however also show the existence of shortcomings when 

countering multi-modal threats due to the absence of a nationally defined 

comprehensive approach for a joint interagency approach. With SOPs in place and 

lacking a uniform command and control structure, it can also become harder to 

respond in a tailored and united way for government agencies, as all contributing 

agencies have their respective tasks and procedures. This lack of comprehensive 

joint action and coordination is highlighted by the fact that the government in the 

scenario did not have the authority to direct and control the work of subordinate but 

autonomous agencies.13 The participants of the hybrid threat experiment did 

recognise that a coming hybrid conflict would lead to new levels of threat and 

response complexity and that there was a need for active, uniform and collective 

leadership beyond SOPs.14 The participants identified as a weakness the lack of a 

comprehensive response and coordination between agencies such as the armed 

forces, the civil defence assets and other civilian actors, such as IT specialists and 

pharmaceutical experts.15 With a shrinking defence budget, the downscaling of 

agencies and an obvious lack of civil society to accept the potential existence of 

such threat in the future, it seems unlikely that these shortcomings will be addressed 

in the near future. 
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In an African and Middle Eastern context, one cannot generalise as these 

states differ in terms of stability and strength regarding the capacities of their 

security assets. A state such as South Africa should and could rely very much on 

SOPs in order to have a constant high readiness against unsuspected threats. Other 

countries with weaker infrastructures and resources cannot expect their agencies to 

react swiftly when faced with ad hoc security challenges. The recommendation 

should then be to have very able actors (rather than structures, which the SOP 

demands) at key positions (at ministerial level and the level below) who can 
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such threats, the so-called NATO Transnet Network on Countering Hybrid Threats 

(CHT).28 µ&\EHU¶� LQ� WKH� FRQWH[W� RI� DUPHG� FRQIOLFW� GRHV� QRW� QHFHVVDULO\� HVWDEOLVK�

genuinely new categories of conflict per se; it rather constitutes another and 

LPSURYHG�µWRRO¶�RI�Zarfare, QDPHO\�µF\EHU�ZDUIDUH¶��7KH�PLOLWDU\�ZLOO�ILQG�QHZ�ZD\V�

to conduct its operations by militarising µF\EHU-space¶� DV� D� IRUFH� PXOWLSOLHU� DQG�

operational capability enhancer, and will continue to operate at the tactical, 

operational or strategic level. The increasing hostile use of µcyber-VSDFH¶ by NSAs to 

further their economic, political and other interests, and the present problem of clear 

accreditation of the originators of cyber activities make it increasingly hard to 

identify and counter such threats. Terrorist NSAs (or terrorist proxies of a state 

sponsor such as Iran and Syria) are increasingly using cyber capabilities in the wider 

sense to augment their attack capabilities. Apart from the above-mentioned use of 

µF\EHU-space¶� E\�+DPDV� DV� D� PHDQV� RI� GLVLQIRUPDWLRQ� GXULQJ� WKH� ODVW� ,VUDHO±Gaza 

conflict, ISIS (Islamic State in Iraq and the Levant) has been successful in utilising 

the µcyber-VSDFH¶ for self-promotion and as a means of psychological warfare in its 

operations in Iraq and Syria.  

One such example of the role of the internet and social media as an enhancer 

and force multiplier for terrorist activities can be found in the Mumbai attacks in 

India in 2008. Terrorists from Pakistan attacked the city, with a particular focus on 

the Taj Mahal Hotel.29 Tactical intelligence during the raid was gathered from social 

media and the exploitation of existing mass media such as cable TV. Readily 

available home electronic equipment and cell phones were used as means of 

µcommand and FRQWURO¶. Terrorist operatives on the ground were directed by their 

handlers in what can only be described as a classic war (situations) room in 

Pakistan. They were in permanent cell phone contact with the field operators in 

Mumbai, and were able to use both internet and major television channels for a 

situation update on the evolving situation on the ground, comparable to a situation 

report (SITREP) used by conventional armed forces. Live coverage of the attacks 

was made available by news channels, and as a novelty, by the social media, such as 

Flickr, Twitter and Facebook. The handlers of the RSHUDWLRQ� µGDWD� PLQHG¶� DQG�

compiled this information in real time and communicated operation-relevant 

information directly to the terrorists through the use of smartphones.30 What one 

could observe in the Mumbai example was the amazing readiness, availability and 

affordability of using new technologies for setting up an effective and workable 

V\VWHP�RI�µcommand and FRQWURO¶.  

This observation is a post-Cold War reality and a direct result of 

globalisation and technical advancement. The ways of accessing information in 
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place, which recognises certain hybrid threats as part of new and existing threats to 

its national security.35 

This failure may have its cause in a continuing Cold War-rooted psychology 

and thought among the political actors. During the Cold War, the world was locked 

in an intellectual doctrinal approach which viewed all conflicts in the context of the 

global ideological struggle coded by the laws and political paradigm of its time. 

Once the Cold War had come to an end in 1991, new national conflicts arose along 

once pacified conflict lines. This new era manifested itself in, for example, the 

bloody conflicts in the Balkans in the 1990s as a consequence of the breakup of the 

old communist regime, and the various conflicts on the territory of the former Soviet 

Union. While the Cold War was not necessarily only about the conflict between two 

opposing superpowers, nor exclusively about ideological confrontation, it 

nevertheless led to a strict division of the world and its conflicts into two major 

ideological spheres with only few exceptions, namely the spheres of the US-led 

West versus the Soviet-led East. This division made potential threats more 

IRUHVHHDEOH�DQG�HYHQ�µPDQDJHDEOH¶�� 

Since the end of the so-FDOOHG� µ&ROG� :DU¶, the world has changed 

dramatically and it is clear that this is also affecting military operations and 

doctrines. While the collapse of the Soviet Union and the Warsaw Pact in 1991 

removed the original raison d’être of the Alliance, the prospect of having to repel a 

Soviet-led attack by the Warsaw Pact on Western Europe, the end of the Cold War 

also ended the existing balance of power after World War II and led to a 

µSUROLIHUDWLRQ¶�RI�DUPHG�FRQIOLFWV�DURXQG� WKH�JOREH�� ,W� VHHPV�DV� LI� WKH�XVH�RI� LQWHU-

VWDWH�IRUFH�KDV�RQFH�PRUH�EHFRPH�µDFFHSWDEOH¶�36 as highlighted in WKH�WZR�µ:DU�RQ�

7HUURULVP¶� FDPSDLJQV�� WKH�5XVVLDQ±Georgian conflict of the summer of 2008, the 

NATO-led Libyan Intervention of 2011, DQG� 5XVVLD¶V� UHFHQW� RSHUDWLRQV� LQ� the 

Crimea and Ukraine proper. This potential for future interstate conflict adds to the 

above-GLVFXVVHG� SUROLIHUDWLRQ� RI� µK\EULG� FRQIOLFW¶� ZKHUH� QRQ-state actors have 

become very successful actors, aggressors respectively, in an inter- and intrastate 

conflict setting. 

The end of the Cold War gave rise to a new way of thinking, which was no 

longer based solely on technological capabilities and/or sheer numerical superiority. 

,W� LV� SRVVLEOH� WR� YLHZ� WKH� (XURSHDQ� SRVWPRGHUQLVP� DQG� WKH� µIRXUWK� JHQHUDWLRQ�

ZDUIDUH¶� following 9/11 as parallel tracks, with the latter challenging the paradigm 

of the Western positivistic materialism.37 While military academics in the Western 

world do not lack warnings about the new challenges brought by these changes, it 
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%UDXGHO¶V� WHUP,40 namely that of a permanent state of war and conflict of varying 

intensity. NATO followed this rationale in its approach to countering hybrid threats, 

as they wanted a conventional threat element in the hybrid threat definition in order 

WR�HQVXUH� WKH�RSHUDWLRQDO�XVHIXOQHVV�RI� LWV�FRQFHSWXDO�DSSURDFK��1$72¶V� IDLOXUH� WR�

IRUPXODWH�D�FRPSUHKHQVLYH�UHVSRQVH�VWUDWHJ\� WR�DV\PPHWULF�DQG�µK\EULG¶� WKUHDWV� LV�

an omission which will come at a cost in the future. International cooperation on 

capabilities is the sine qua non of future counter-strategies in order to respond to 

such threats and to be prepared for evolving new threats. This necessity of being 

prepared reflects on Sun-Tzu when he said, ³Victorious warriors win first and then 

go to war, while defeated warriors go to war first and then seek to win.´41  

Conclusion: From hybrid threats to hybrid war 
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$IWHU�DGRSWLQJ�D�µUHWUR¶�8665�IRUHLJQ�SROLF\,45 Putin needed and found new 

strategic allies: in May 2014, he entered into a gas deal with China,46 which has the 
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manoeuvre acting. The nature of the conflict remains undefined to a certain extent: 

war or civil unrest, interstate aggression or intrastate conflict. The latter was 

especially true in eastern Ukraine where the situation was very unclear when it came 

to whether Russia actually was active or not in an instrumental way. Against that 

backdrop, the following has become reality: 

With the advent of hybrid threats we will redefine what war is and 

we will most likely go into an era when we must get used to war and 

all its implications on society, there will possible be no difference 

between mission area and at home anymore, nor will the boundary 

EHWZHHQ� ZDU� DQG� SHDFH� EH� ZHOO� GHILQHG�� µ1RUPDOLW\¶� ZLOO� WKXV� EH�

redefined accordingly in a radical way.51 

The international community and jus ad bellum are oriented towards limiting 

the possibilities of action in regular conflicts as we have come to know them in the 

20th century. The hybrid logic of practice effectively amends the rules of war. 

Further, the practice RI� QRW� DFNQRZOHGJLQJ� RQH¶V� RZQ� DFWLRQV� PDNHs the legal 

liability a difficult issue. 

Africa 

In Ukraine and the Crimea, we have seen Russia utilising the hybrid 

approach. This is a bit of a novelty as when the term emerged at first it was a way of 

describing a non-state approach, namely Hizbollah in Lebanon in 2006. One could 

argue whether WKH� WHUP� µK\EULG� WKUHDWV¶� FDQ� VWLll be applied on NSAs, if one lays 

claims, that what we have seen in the Ukraine, is a hybrid conflict between Ukraine 

and the Russian separatists. On the other hand, one has to look at the logic of 

practice in every conflict in order to determine what the indicators are. It is of course 

important to note whether an actor is a state or not.  

But which kind of indicators do we find in Boko Haram and Al-Shabaab that 

we can see as rather new and within the discussion of hybrid threats? For radical 

Islamists, the religious and political representations of the West do not match the 

attitude of their own culture towards a non-material rationality breaking through in 

the West with the Enlightenment. The Western world and its secularisation serve 

more like a warning example for these groups. In any case, the rise of the radical 

Muslim movements can be seen as a reaction to modernism. Is an upsurge of Islam a 
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countries where there is little room for anything else than radicalisation when it 

comes to political room within which to manoeuvre. 

Something that should be taken into consideration is that it is rather 

prejudiced to view all forms of religion as a quest for the past. It is possible and 

often the case, that religion defends the past. But it is also possible to imagine a 

progressive religious movement that, much like postmodernism, embraces and 

builds on ± rather than repels ± the movement that it reacts to, a concept which will 

be further explored later on when presenting examples of contemporary Islamist 

movements. Either way, both Islamism and postmodernism can be seen as reactions 

to a modernism that culminates in a globalisation and weakened national states. The 

trigger of this culmination was the end of the Cold War. Religion can provide 

existential comfort in an ever-changing world in a more striking way than 

postmodernism.  

Which similarities between the events in the Crimea and the African theatres 

of terrorism can we then LGHQWLI\"�$UH�WKHUH�DQ\�VLPLODULWLHV�RI�5XVVLD¶V�FRQGXFW�RI�

operations and NSAs such as Boko Haram and Al-Shabaab? The most important 

similarity is the urge for media recognition, as proper media attention is crucial in 

the age of modern mass media communication. I
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This article was written with the intention of making µK\EULG� WKUHDWV¶� as a 

21st-FHQWXU\�VHFXULW\� WKUHDW�NQRZQ� WR� WKH�ZLGHU�DXGLHQFH�GHVSLWH�1$72¶V�GHFLVLRQ�

not to adopt a comprehensive approach. This failure does not reduce the dangers of 

this category of global risks. Ongoing debate and academic engagement with the 
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UN Charter (in the form of a United Nations Security Council [UNSC] Resolution 

authorising the use of force in an enforcement and peace enforcement operation 

context) or the existence of an illegal armed attack in order to exercise a right to 

national or state self-defence in terms of Article 51 of the UN Charter. Whether such 

military operations are within the scope of these categories remains open to 

discussion.  

1$72¶V� 6WUDWHJLF� &RQFHSW� RI� ����� ZDV� DLPHG� DW� SUHYHQWLRQ� DV� ZHOO� DV�

deterrence in general and at developing a holistic or comprehensive approach to a 

variety of new conflict scenarios of multi-modal or hybrid threats, from kinetic 
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